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Objectives

• Voting web application that incorporates blockchain for system 
security.

• Face recognition system for identity authentication.
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Methodology
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• UI for voter to login is created
• Voter’s ID is matched with database
• Second phase of authentication is via face recognition
• The authentic voters will have coin
• Voters having coin can cast the vote
• Block created for each voter 
• Block are chained with headers (hash, address, etc.)



Block Diagram
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Fig: User authentication
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Block Diagram (CONTD…)

Fig: Face recognition



Block Diagram (CONTD…)
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Face Recognition
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• Face recognition
– Face verification: one-to-one mapping to identify faces against a 

known identity
– Face identification: one-to-many mapping for a given face against a 

database of known faces
• Facenet developed at Google in June 2015



Facenet
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Fig: Facenet model structure

 



Facenet (CONTD…)

03/11/2020 10

 



Facenet (CONTD…)
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Facenet (CONTD…)
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Facenet (CONTD…)
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Fig: Face verification



Working Principle

• Combination of AI and Blockchain
• Database for User information
• Face recognition for user authentication
• Blockchain for data security

Fig: Blockchain
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Output
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Output (CONTD…)
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Output (CONTD…)
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Output (CONTD…)
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Output (CONTD…)
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Output (CONTD…)



Analysis/ Discussion of Result
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• Analysis of result

      Fig: database image      Fig: testing image(0.33040315) Fig: testing image (0.56747013)

• Face is verified with distance 0.33040315 (for recent images)
• Face is verified with distance 0.56747013 (for 4 years gap 

images)
• Image is verified but distance is slightly larger
• Threshold value is 0.6



Analysis/ Discussion of Result (Contd…)
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• The distance is larger for slightly different images
• The second image is from 5 years back
• The model is quite accurate as it recognizes old image too
• The distance will be very large for completely different images 

(images of different person)

       Fig: testing different image (0.635434)

• This is True Negative case and truly classified with distance 
0.635434
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