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Objectives

* Voting web application that incorporates blockchain for system
security.

* Face recognition system for identity authentication.



Methodology

Ul for voter to login is created

Voter’s ID is matched with database

Second phase of authentication is via face recognition
The authentic voters will have coin

Voters having coin can cast the vote

Block created for each voter

Block are chained with headers (hash, address, etc.)
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Image/ Video
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Block Diagram (CONTD...)
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Face Recognition

* Face recognition

— Face verification: one-to-one mapping to identify faces against a
known identity

— Face identification: one-to-many mapping for a given face against a
database of known faces

* Facenet developed at Google in June 2015



Facenet

E@ DEEP ARCHITECTURE |©|L2 |5 §

Batch

Triplet
Loss

Fig: Facenet model structure

« Learn similarity function

* d(img,,img,) = degree of difference between images
— If d(imgy, img,) < t: “Same images’
— If d(img,, img,) > t: “Different images”

e 118 threshold value
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Facenet (CONTD...)

Based on Deep Neural Network (Inception Network)
Encodes face data to 128 bytes
If x is the image, f(x) is the encoded image data

Goal of learning:
— If x*,x/ are the same person, ||f(x!) — f(x/)||? is small
— If x',x/ are the different person, ||f(x!) — f(x/||? is large



Facenet (CONTD...)

Actor(A) Positive(p) Actor(A) Negative(N)

. Want: [If(4) = FPI|” +a < [IF(A) — FW)I|

£ =PI = [IF@ - FMI|" +a <0
d(4,P)+ a < d(4,N)

* IS margin

03/11/2020

11



Facenet (CONTD...)

 Loss function
L(A,P,N) = max(|f(4) = F(P)I|" = |IF (&) = FWI|” + &, 0)
« Choosing A, P, N:
— Choose triplets that're “hard” to train on
d(A, P) = d(A, N)
— Because algorithm model will cover more features
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Facenet (CONTD...)
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Output

election

Vote your
candidates

Democracy is about voting and it's about a majority vote. And it's time that we started
exercising the Democratic process.

Debbie Stabenow
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Your each one vote counts, Let's take a step signing up and logging!

Regatration
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Output (CONTD...)
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Output (CONTD...)
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Analysis/ Discussion of Result

. AnaIyS|s of result

Fig: database image Fig: testing image(0.33040315) Fig: testing image (0.56747013)

* Face is verified with distance 0.33040315 (for recent images)

* Face is verified with distance 0.56747013 (for 4 years gap
Images)

* Image is verified but distance is slightly larger

* Threshold value is 0.6

03/11/2020
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Analysis/ Discussion of Result (Contd...)

ne distance is larger for slightly different images
ne second image is from 5 years back
ne model is quite accurate as it recognizes old image too

ne distance will be very large for completely different images
iImages of different person)

Fig: testing different image (0.635434)

* This is True Negative case and truly classified with distance
0.635434

.

N
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